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ACR Login and Multifactor Authentication  
 
What is ACR Login? 
 
As part of the ACR’s ongoing commitment to enhancing our systems and protecting data, the American College 
of Radiology will be instituting a single sign-on (SSO) technology. 
  
The login enhancement, called ACR Login, employs technology from SSO market leader Okta that enables users 
to enter their login credentials one time on a single page to access all their ACR Login applications.  
  
Certain ACR Login applications now require Multifactor Authentication (MFA). MFA necessitates users entering 
an additional piece of information when logging in for enhanced data security, making it harder for user 
accounts to become compromised. 
 

ACR Login Set up Profile Activation 
 

Existing Users 
 
1. Activate your ACR Login 

• Within 30 days of receiving your ACR Login activation email, you must click the Activate your ACR 
Login button to create a new password for your new ACR Login.  

Please be aware that the link in the Activate your ACR Login button is for a one-time use. 
 

• The ACR Login password must include:  
• At least 10 characters AND one or more: 

• Lowercase letters 
• Uppercase letters 
• Numbers 

• Upon creating your password, click the Create My Account button to access the ACR application at:  
https://sso.acr.org 

 
2. Enroll in Multifactor Authentication (MFA) 

1. The first time you attempt to access your ACR application you will be prompted to enroll in Okta 
multifactor Authentication.  See page for MFA instructions on Page 3  

 
3. Sign in to your ACR Login account and verify MFA 

• Go to https://sso.acr.org  
• Enter your ACR Login email address, click the “Remember me” box, and then click the “Next” button. 
• You will be prompted to verify your credentials with MFA 

 
Be sure to check the box "Do not challenge me on this device for the next 30 days.”  If this box is not checked, 
you will receive an MFA prompt every time you log in to an ACR application. 
 
4. Log into ACR Applications 
Users now have 2 ways to access the ACR applications. 

1. Through the application link 

https://sso.acr.org/
https://sso.acr.org/
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• Access the application log in page and click ACR Login. 
• Successfully entering credentials will take you to that application’s home page 

2.  Through the Single Sign on link 
• Access the single sign on link:  https://sso.acr.org 
• Sign in with your ACR credentials 
• Select the application you wish to access 

 
New User 
  
You will receive an email from websupport@acr.org  (Subject line: ACR QUIC - User Invitation) inviting you to set 
up your ACR Login account and activate your user account and user profile following. 

 
1. Set up your ACR Login Account 

• Go to https://sso.acr.org and click the Sign-up link 
• Complete the Create Account information and click the Register button. 

Look for a verification notice via email that your account was successfully set up. 
 
2. Activate Your ACR Account 

• Check your email inbox for an email from no-reply@sso.acr.org  
• Click the one-time use Activate Account button that will direct you to enroll in an MFA option 

 
3. Enroll in Multifactor Authentication (MFA)  
 

• The first time you attempt to access your ACR application you will be prompted to enroll in Okta 
multifactor Authentication.  See page for MFA instructions on Page 3.   
 

4. Sign in to your ACR Login account and verify MFA 
• Go to https://sso.acr.org 
• Enter your ACR Login email address, click the “Remember me” box, and then click the “Next” button. 
• You will be prompted to verify your credentials with MFA 

 
Be sure to check the box "Do not challenge me on this device for the next 30 days.”  If this box is not checked, 
you will receive an MFA prompt every time you log in to an ACR application. 
 
5. Log into ACR Applications 
Users now have 2 ways to access the ACR applications. 

3. Through the application link 
• Access the application log in page and click ACR Login. 
• Successfully entering credentials will take you to that application’s home page 

4.  Through the Single Sign on link 
• Access the single sign on link:  https://sso.acr.org 
• Sign in with your ACR credentials 
• Select the application you wish to access 

   
  

https://sso.acr.org/
mailto:websupport@acr.org
https://sso.acr.org/
mailto:no-reply@sso.acr.org
https://sso.acr.org/
https://sso.acr.org/
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Multifactor Authentication 
Process  
1. User attempts to access an Okta-integrated application that requires MFA for the first time 
2. User will be taken to https://sso.acr.org/signin/enroll and presented with the following message to set up 

the MFA factor of their choosing. 
3. Note- it is strongly encouraged to enroll in at least 2 of the 4 factors available (at least 1 mobile app, and 

either SMS or Security Key). This is very helpful for account recover purposes, and allows the user to reset 
their own MFA (new cell phone) without contacting support  

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://sso.acr.org/
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MFA Enrollment Using Okta Verify 
Setting up Okta Verify - Okta video instructions 

1. From your computer, go to https://acr.okta.com. Click on your profile and select Settings and Edit 
Profile. If prompted, enter your ACR Okta password 

2. Under Extra Verification, click Setup next to Okta Verify 
 
 
 
 

3. Select your device type and download the app from the appropriate store on your cell phone 

 
4. Open the app from your phone and scan the barcode displayed on the screen of your browser (Note: do 

not scan the barcode on this Word document, this is just an example.) You will have a unique bar code 
displayed on your browser, for your Okta account) 

 

5. You have successfully completed setting up Okta verify on your mobile device. 

https://www.youtube.com/watch?v=DZu--diVQCg&feature=youtu.be&t=90&app=desktop
https://acr.okta.com/
https://acr.okta.com/
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Passing an MFA Prompt Using Okta Verify 

Once Okta Verify has been set up, it can be used to pass MFA prompts. To test this, you must access one of 
ACR’s applications that requires Multifactor Authentication.  
 
The next time you access an application that requires MFA, you will see the Okta Verify Prompt below. 
 
 

To leverage Okta Verify’s push technology (highly recommended) be 
sure the check the ‘Send push automatically’ box highlighted below. 
Select Send Push 

 
 

The image below will appear on your phone. Simply approve the 
request, and you will pass the MFA prompt. 

Questions? 

Please contact the Okta Support team: https://acrjira.acr.org/servicedesk/customer/portal/41 
  

https://acrjira.acr.org/servicedesk/customer/portal/41
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Using Security Key or Biometric Authenticator 

To get started, log in to the application where you will be prompted to enroll in at least one of the 4 factors 
provided. 

 
Click ‘Setup’ under ‘Security Key or Biometric Authenticator 

 
 
 

Note: ‘Security Key or Biometric Key’ should only be used if you have a  
bring‐your‐own‐authenticator including the following: 

• Security keys such as YubiKeys or Google Titan 
• Biometric authenticators such as Windows Hello or Apple Touch ID 

 

 

Enrollment instructions vary depending on the device you may have, simply select click ‘Enroll’ and follow 
the on‐screen prompts for browser or OS instructions. 
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MFA Enrollment Using Google Authenticator- Video for Google Authenticator 

To get started, log in to the application where you will be prompted to enroll in at least one of the 4 factors 
provided. 

Click ‘Setup’ under Google Authentication 

 

Select your device type. On your mobile device, download the Google Authenticator app from either the App 
Store or Google Play Store 
 
 
 
 
 
 
 
 
 
Open the Google Authenticator app on your mobile device and select ‘Begin Setup’ and ‘Scan Barcode’. If 
prompted, allow the Google Authenticator app to use the camera on your mobile device 

 
 
 
 
 
 
 
 
 
 

  

https://www.youtube.com/watch?v=0Jky1VYjpEM&t=70s
https://itunes.apple.com/us/app/google-authenticator/id388497605
https://itunes.apple.com/us/app/google-authenticator/id388497605
https://itunes.apple.com/us/app/google-authenticator/id388497605
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
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Use your camera to scan the barcode displayed on the screen of your computer. You should immediately see a 
six-digit code on your mobile device. 

 

Click ‘Next’ on the screen of your computer and enter the six-digit code displayed in the Google 
Authenticator app. Select ‘Verify’ 

 
 
 
Your account is now enrolled in Google Authenticator. You may optionally enroll in additional factors 
(recommended) or click finish. 
  



Page 9 of 10 
 

MFA Enrollment Using SMS Authentication- Video for SMS Authentication 

To get started, log in to the application where you will be 
prompted to enroll in at least one of the 4 factors provided. 

 
 
 

To select SMS, Click ‘Setup’ under SMS Authentication 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Select the country where your phone is registered. Next, type in your mobile 
phone number and click ‘Send Code’ 

 
 
 
 
 
 
 
 
 
 
 

On the mobile device of the phone number you entered, you will receive an 
SMS message containing your enrollment code. Enter this code in the ‘Enter 
Code’ field on your screen 

https://www.youtube.com/watch?v=bYlLSipU5BA&t=79s
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Your device is now enrolled in SMS authentication. You may optionally 
enroll in additional factors (recommended) or click finish. 

 
 
 
 
 
 
 
 
 
 
 
 

Using SMS Authentication 
 

The next time you are prompted for SMS Authentication, your phone number 
should be recognized and will display the last 4 digits. Click ‘Send Code’ to 
receive a new code. 

 
 
 
 
 
 
 
 
 
 
 
 

Type your new code into the Enter Code field and click ‘Verify’. 

You have successfully passed an SMS Authentication prompt and should 
be logged into the application. 
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